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Federated Identity Management for Research
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This white-paper expresses common requirements of Research Communities seeking to leverage Identity Federation for
Authentication and Authorisation. Recommendations are made to Stakeholders to guide the future evolution of Federated
Identity Management in a direction that better satisfies research use cases. The authors represent research communities
Research Services, Infrastructures, Identity Federations and Interfederations, with a joint motivation to ease collaboration
for distributed researchers. The content has been edited collaboratively by the Federated Identity Management for
Research (FIM4R) Community, with input sought at conferences and meetings in Europe, Asia and North America.

I'he authors also acknowledge the support and collaboration of many other colleagues in their respective institutes,
research communities and IT Infrastructures, together with the funding re(;ewe(l by these from many different
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infrastructures. Funding is acknowledged from many national funding bodies and we acknowledge the support of
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receives funding from the European Union's Horizon 2020 research and innovation programme under grant
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development of ESGF's identity management system has been supported by The UK Natural Environment Research
Council and funding from the European Union's Seventh Framework Programme for research, technological
development and demonstration through projects IS-ENES (grant agreement no 228203) and IS-ENES2 (grant
agreement no 312979). (v) Ludek Matyska and Michal Prochazka acknowledge funding from the RI ELIXIR CZ project
funded by MEYS Czech Republic No. LM2015047. (vi) Scott Koranda acknowledges support provided by the United
States National Science Foundation under Grant No. PHY-1700765. (vii) GEANT Association on behalf of the GN4
Phase 2 project (GN4-2).The research leading to these results has received funding from the European Union's
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A service to enable use of
federated identity
management in research &
academic collaborations

Partner for any e-Infra or \ ==
Research Infra including \ S
“long tail”, informal groups \ ————

' Components Characteristics —
e Proxy & Identity Hub e Full implementation AARC Blueprint =
e Membership Management service Architecture =
e Discovery Service \\ ' Single- and multi-tenant options —
e Metadata Service e Sustainability and strategic partnerships =

e Second Factor Authentication (Pilot!)
\
https://www.eduteams.org
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* Users sign in to services with their
via eduTEAMS

* Users
(available to the their community)

* Reduces complexity for Service Providers by
ek providing

. Integration with GEANT, EOSC and other
communities and/or eduGAIN services
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eduTEAMS Service

Shared platform that can
be used by small - medium
communities and the long
tail of science

Managed and operated by
GEANT

eduTEAMS branding &
eduTEAMS community
identifier

eduTEAMS service policies
Connected to EOSC
(GEANT, EGI and EUDAT
services)

Onboarding of community
specific services
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eduTEAMS Service

Shared platform that can
be used by small - medium
communities and the long
tail of science

Managed and operated by
GEANT

eduTEAMS branding &
eduTEAMS community
identifier

eduTEAMS service policies
Connected to EOSC
(GEANT, EGI and EUDAT
services)

Onboarding of community
specific services

eduTEAMS Dedicated

Dedicated, white-label
service offering, specific to
a community

Managed by the
community, operated by
GEANT

Community branding &
community specific
identifier

Community managed
policies

Can be connected to EOSC
(GEANT, EGI and EUDAT
services)

Onboarding of community
specific services




eduTEAMS Bespoke

eduTEAMS Dedicated

eduTEAMS Service

Shared platform that can | ®* Dedicated, white-label

{ ) B . n
be used by small - medium espoke solution with

communities and the long
tail of science

Managed and operated by
GEANT

eduTEAMS branding &
eduTEAMS community
identifier

eduTEAMS service policies
Connected to EOSC
(GEANT, EGI and EUDAT
services)

Onboarding of community
specific services

service offering, specific to
a community

Managed by the
community, operated by
GEANT

Community branding &
community specific
identifier

Community managed
policies

Can be connected to EOSC
(GEANT, EGI and EUDAT
services)

Onboarding of community
specific services

tailor-made functionality

®* Ownership model

depended on the solution,
operated by GEANT

® Consultancy, development

and hosting of the service.
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We are working on it

Component:Proxy

Active Role Selection

Component:Step-up

Support for the Pilot Step-up
Authentication Service

| Feature )
Component:Webapp
IdP Attribute Release Check

m Component:Webapp

Improved registration flow for Service
Providers

New eduTEAMS website

Component:TTS

Support access to services that
require certificate based authentiation

+ Add another card

Coming soon

Component:Proxy

Improvements in the generation of the
eduTEAMS user identifier

Support for Sirtfi on the eduTEAMS
Service

Compliance

Update of the Acceptable Usage
Policy for the eduTEAMS Service

Upgrade to Perun v3.3.1

=
Component:MMS
Component:Proxy

Improved AUP acceptance process

m Component:Proxy

Support of stepping up authentication
flows in the eduTEAMS proxy

Upgrade to COmanage 3.2

+ Add another card

Just shipped

m Component:P. o$

Support Sirtfi declarations WHLeA
SAML metadata generation @

%
reature J Component:Proxy

Improved support for entity categorie
in the SAML metadata

Component:MMS

Ul improvement on COmanage

Component:MMS

Ul improvements on HEXAA

Component:MMS

Ul improvements on Perun

New version of the eduTEAMS
Privacy Policy

=
Improved backend integration with
COmanage and HEXAA

Component:MMS

Improved support for account linking

=

Improved support for informing the
users about the attributes released to
connected services

+ Add another card
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